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Privacy Policy Policy 5007
Purpose:

The purpose of this policy is to define how Bullhook Community Health Center (BCHC) will meet the
Health Insurance Portability and Accountability Act (HIPAA) requirements for the use and disclosure of
Protected Health Information (PHI). BCHC is committed to protecting the privacy of our patient’s
information, and BCHC provides protections to individually identifiable health information that BCHC is
in possession of.

Scope:

This policy applies to BCHC employees, the Board of Directors, temporary employees, contractors,
students, interns, consultants, and others who may have access to BCHC patient information of any
kind, including information that is used for compliance activities, claims processing, member services
and quality improvement.

Policy:

It is the policy of BCHC to protect the confidentiality, integrity and availability of patient information
belonging to our member’s patients. BCHC will protect that information in a manner that will comply
with State and/or Federal privacy laws. BCHC will incorporate portions of this policy, consistent with
State and Federal law, into any applicable Human Resources policies.

Definitions:

1. Covered Entity: A type of covered entity is a healthcare provider that conducts certain electronic
transactions, including billing and eligibility information. Covered entities are also health plans, and
healthcare clearing houses.

2. Business Associate: A business associate is an individual or organization that is not part of a covered
entity’s workforce, who provides a service or performs a function for a covered entity which requires
the use of PHI. For example, claims processing, data analysis, and/or practice management.

3. HIPAA: The Health Insurance Portability and Accountability Act, as defined in 45 CFR Parts 160, 162,
and 164.

4. Inappropriate Disclosure: Inappropriate disclosure of PHI is the release of information, transfer of
information, provision of information, and access to or divulging patient information in any manner
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outside the entity holding the information that has not been authorized by the member or the
member’s patient.

5. Joint Venture: A legal arrangement between two or more entities to provide services, products or
both.

6. Organized Healthcare Arrangement (OHCA): An arrangement or relationship that allows two or more
covered entities who participate in joint activities to share protected health information and information
about individuals in order to manage and benefit their joint operations. This includes utilization review
decisions which are reviewed by other participating covered entities; quality improvement activities, in
which treatment provided by participating covered entities is assessed by other participating covered
entities or by a third party on their behalf. OHCAs also include multiple entities holding themselves out
to the public as participating in a joint enterprise and participating in joint activities. Independent
Practice Associations (IPA) that engage in utilization reviews, credentialing and other health care
operations are good examples.

7. Privacy Rule: The part of the HIPAA regulations that is related to the privacy of PHI, and is outlined in
45 CFR Subpart E.

8. Designated Privacy Official: BCHC has an employee, who is the designated Privacy Official under the
HIPAA regulations.

9. Protected Health Information (PHI): PHI is any information including demographic information that is
created or received by a covered entity and which relates to:

a. The past, present or future physical or mental health or condition of an individual
b. The provision of healthcare to an individual

c. The past, present, or future payment for the provision of healthcare to an individual, and that
identifies the individual or there is a reasonable basis to believe that the information can be
used to identify the individual. PHI includes information concerning a person that is living or
deceased and may be in written, oral or electronic format. There are eighteen identifiers that
the Privacy regulation says can be used to identify a person including:

i. Name

ii. All geographic subdivisions of a state, including street address, city, county, zip code,
and zip code except for the first three digits in a zip code
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iii. All dates directly related to the individual, including birth date, admission date,
discharge date, date of death, (except for the year)

iv. Telephone number

v. Fax number

vi. E-mail address

vii. Social Security Number

viii. Medical Record Number

ix. Health plan beneficiary number

X. Account number

xi. Certificate/license number

xii. Vehicle identifiers and serial numbers

xiii. Device identifiers and serial numbers

xiv. URL addresses

xv. IP addresses

xvi. Biometric identifiers, including fingerprints

xvii. Full-face photographs and any comparable images

xviii. Any unique identifying number, characteristic or code
d. PHI excludes individually identifiable health information:

i. In education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.S.C. 1232g

ii. In records described at 20 U.S.C. 1232g(a)(4)(B)(iv)
iii. in employment records held by a covered entity in its role as employer

iv. Regarding a person who has been deceased for more than 50 years






